
NATIONAL AUTHORITY FOR ELECTRONIC CERTIFICATION AND CYBER
SECURITY PARTICIPATES IN THE EVENT : "ADVANCING THE CYBER
RESILIENCE AGENDA WITH THE WESTERN BALKANS PARTNERS"

CONTACT
Rr. "Papa Gjon Pali II", Nr. 3, Kati I Tiranë Albania 04-22-
21039

Email: info@cesk.gov.al
Web: www.cesk.gov.al

September 2022

The General Director of the National Authority for Electronic Certification and Cyber
Security, Ms. Vilma Tomço, participates in the event "Advancing the Cyber Resilience
Agenda with The Western Balkans Partners", in Brussels.

This event, attended by officials and representatives of the Western Balkans
Region, as well as EU institutions, member states and key stakeholders, had the
focus at increasing cooperation by advancing a concrete agenda oriented towards
EU commitments and partners in the Western Balkans.

During the discussions, participants put forward several mechanisms to address
current challenges, including the establishment of POCs, closer involvement of
Western Balkan partners and agencies in EU-led practical exercises, sharing of
threat assessments and pursuing more cooperation tight on legal and regulatory
processes for cyber security such as NIS2.

New European Union cybersecurity
proposal takes aim at cybercrime

Uber details how it got hacked, claims limited
damage

Uber asserts the threat actor behind the last cyberattack did not access
the company’s production environment, any user accounts or databases
it uses to store sensitive information.

The attacker did, however, gain access and exfiltrate Slack messages,
data for a tool Uber’s finance team uses to manage invoices, and the
company’s dashboard at HackerOne, where it stores vulnerability
reports. The company said it took multiple protective measures in
response to the attack.

Lawmakers are seeking to strengthen cybersecurity requirements
across the European Union, advancing new legislation to bolster
security requirements for all digital hardware and software
products. 

The proposed law, titled the Cyber Resilience Act, would cover
everything from computers and mobile phones to smart kitchen
appliances and digital children’s toys. The proposed legislation,
which was unveiled by the European Commission earlier this
month, mandates that products are designed, developed and
produced in ways that mitigate cybersecurity risks.
https://www.weforum.org/agenda/2022/09/new-european-union-cybersecurity-
proposal-takes-aim-at-cybercrimes/

https://www.cybersecuritydive.com/news/uber-attack-details/632193/
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Samsung says customer data stolen in July data
breach

Electronics giant Samsung has confirmed a data breach affecting customers’
personal information.
This is the second time Samsung has confirmed a data breach this year. In
March, the company admitted that the Lapsus$ hacking group — the same
group that infiltrated Nvidia, Microsoft and T-Mobile — obtained and leaked
almost 200 gigabytes of confidential data, including source code for various
technologies and algorithms for biometric unlock operations.
https://techcrunch.com/2022/09/02/samsung-data-breach/

https://www.cybersecuritydive.com/news/uber-critical-systems-hacked/632053/
https://www.weforum.org/agenda/2022/09/new-european-union-cybersecurity-proposal-takes-aim-at-cybercrimes/
https://news.am/eng/news/720406.html
https://news.am/eng/news/720406.html

